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ldenTrust™ Trust Sign

The Trusted Solution for Online Document Collaboration

Trusted Document Signing Made Easy

IdentTrust™ Trust Sign enables electronic documents of all types to be trusted. Trust Sign enables
corporations, financial institutions, and government agencies to prepare, digitally sign and deliver
business-authenticated, trusted documents over the Internet. Based on the IdenTrust trusted
identity platform, Trust Sign provides businesses and consumers with a low-cost solution to
accelerate the transition from paper-based processes to electronic ones ensuring that they can be
trusted. In this way, even faxed documents can be signed to ensure that the reader is the intended

recipient.

Trust Sign documents are supported by a globally inter-
operable legal and technology framework and thus deliver
the highest trust level compared to other alternatives for
digital signing. In addition, it provides bank issued and
backed digital signatures, certificates and encryption
ensuring non-repudiation through customer contracts
bound to accepted and established dispute resolution ; ;
based on contractual rather than common law. R

Key Features

e Globally Interoperable Electronic Form
e Non-Repudiation and Legally Binding
e Point and Click Signing

e Document Control and Security

e Real-Time Signature Validation

e Easyto Use

e Applies to Adobe and Microsoft forms

e Support for static and dynamic forms

e Support for all tiers of security - digital signing,
encryption, and digital certificates

How It Works

Certified Electronic Form

Digital Signature

Using Trust Sign, companies, financial institutions, and
government entities create legally binding, electronic
documents, such as intelligent forms with built-in business logic
and validations to ensure that the right data is captured in the
proper formats. Businesses and consumers first supply their
IdenTrust, bank issued credentials, and then fill in the informa-
tion required for the form, apply their digital signature, and return
the document electronically for straight through processing. The
digital signature, backed by a financial institution, appears inside
the document, similar to a traditional “wet” signature. Trust Sign

automates and streamlines the entire document workflow, enabling highly efficient collaboration
around trusted, online documents that retain the look and feel of paper.

Benefits

Quicker Turnaround
Accelerate the processing
and completion of forms
and contracts — in minutes
instead of weeks in a
trusted environment.

Increased Productivity
Streamline and improve
document workflow while
migrating from paper to
digital processes.

Legally Binding, Trusted
Documents

IdenTrust digital signatures
ensure non-repudiation
and are legally binding
worldwide.

Assured Document
Integrity / Authenticity
Prove that documents
have not been altered
using built-in tamper
controls, and manage and
track reviewers and their
changes online.

Enhanced Privacy
Protect the confidentiality
of sensitive information
using encryption options.

Reduced Operating
Costs

Eliminate recursive paper
to digital conversions, and
save on manpower as well
as printing, shipping and
handling costs.




Sample Business Scenario: Multinational Parts Procurement Process

Consider the process that a large multi-national manufacturing firm must go through to source and
procure parts for a new mass-market product. The procurement is initiated by the purchasing
director in an overseas subsidiary, but must be reviewed and approved by management at the
business unit, regional and corporate levels.

Trust Sign Application Scenario

Business Case / Purchase
ST — Requisition = Approve Purch Req =y Issue RFP
Locally, but in collaboration At local, regional and

with regional staff HQ levels

Get Proposals & Distribute for Short List of Negotiate with
Summarize in Term Sheet > Tech/Business Review > 3 Supplies > Top Candidate

Reviewers can make
comments & annotations
Review & > Award & Execute > Submit
Approve Terms Contract Initial P.O.

Tech/Ops, Compliance,
and Business terms

In this process, a specialized document must typically be created, reviewed and approved at each
step. Several layers of management often review each of these documents, and may make
comments and indicate their approval by signing in the appropriate boxes. Since the sub-sidiary,
regional and corporate HQ offices are based in different locations, they are subject to a different
set of regulations governing digital signatures and identity management.

Let’'s compare how this process has traditionally worked — with documents moving back and forth
between paper and digital formats — and the way it works under Trust Sign.

Multinational Parts Procurement: Document Review & Approval Process

Using Manual Approach Using Trust Sign

Process Flow Print, review and fill out data by hand, sign by Review, fill out data electronically, sign
hand, and fax/mail to others electronically and email to others

Process Complexity Cumbersome, error prone Simple, foolproof

Signature Paper-based Digital, legally binding

Verifying Authenticity Questionable — difficult to validate Assured by banks

Level of Privacy Moderate — due to physical processes High — with IdenTrust secure encryption

Ability to Enter By hand, then scan/email or fax to next Simply enter online

Data/Annotations reviewer

Ease of Tracking and | Low High

Managing Changes

Time to Completion Weeks Hours to Days

LAudit Trail Cumbersome, fragmented Simple, centralized y

For more information on the IdenTrust™ Trust Sign or other solutions, please contact:

Corporate Headquarters European Office

55 Hawthorne Street, Suite 400 288 Bishopsgate

San Francisco, CA 94105 London, EC2M 4QP ; ;

USA United Kingdom For more _m_formatlon,

visit:

www.ldenTrust.com

T: +1.415.486.2900 T: +44 (0)203.008.8330

F: +1.415.486.2901 F: +44 (0)203.008.8331

E: sales@ldenTrust.com E: sales@IldenTrust.com

About IdenTrust™

IdenTrust is the global leader

in trusted identity solutions,
recognized by global financial
institutions, government agencies
and departments, and
commercial organizations around
the world. IdenTrust enables
organizations to effectively
manage the risks associated
with identity authentication;

work interoperably with countries
around the world; minimize
investment in creating their own
policies and legal frameworks;
and deploy a spectrum of
products insuring trust, smarter,
faster, and more cost effectively.

The only bank-developed identity
authentication system, IdenTrust
provides a unique legally and
technologically interoperable
environment for authenticating
and using identities worldwide.
The IdenTrust Trust Infrastructure
is predicated on a proprietary
framework that combines policies,
legal framework, trusted
operations and technology
(P.L.O.T.) to create a
comprehensive environment

for issuing trusted identities.
IdenTrust is the only company to
provide a solution incorporating
all four of these elements.
Customer agreements are valid,
binding and enforceable in more
than 175 countries. IdenTrust
identities are globally
interoperable under uniform
private contracts recognized in
countries around the world.
Competing offerings, in contrast,
rely on a dizzying maze of public
laws that vary from jurisdiction to
jurisdiction. Additionally, the
IdenTrust Trust Infrastructure
maintains the privacy of each and
every transaction processed by
reading only digital certificate
information, not the message
itself.

IdenTrust.

WE PUT THE TRUST IN IDENTITY
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