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Executive summary

he term “identity crisis” may sound dated

today, but never has it been more applicable to

business. As cyber fraud increases, organisations
are hard pressed to keep their data safe from all
manner of phishers, hackers and identity thieves, as
well as to verify that communications from suppliers
and other business partners are legitimate. At the
same time, cyber fear is unrealistic: participating
in global business, and moving goods and services
across international borders, requires being able to
communicate freely online.

For many small and medium-sized enterprises
(SMEs), the ability to trade globally may well hinge on
the extent to which they can authenticate their own
identities and those of their business partners. Cash-
strapped SMEs desperately need financing to investin
the automation that will integrate them with suppliers
and partners worldwide. In particular, manufacturers
are heavily dependent on cash to fund their complex
supply chains. Lenders, however, are rarely willing
to deal with unknown borrowers who lack a credit
history. Employing authentication tools would enable
smaller companies’ identities to be verified with
greater certainty, thereby improving their chances of
obtaining funds to invest in supply chain automation.

This briefing paper, based on a survey conducted
by the Economist Intelligence Unit for IdenTrust,
supports the conclusion that wider implementation
of counterparty authentication technology may
allow SMEs easier access to credit and the use of
unconventional financing strategies such as reverse
factoring. With this accelerated cash flow, smaller
companies will enjoy greater liquidity for supply chain
technology investments. Highlights of our findings
include:

@ More SMEs than the overall sample (38% compared
with 33%) say the single most important step
to safeguard the global supply chain is for
governments and the UN to designate counterparty
authentication standards.

@ Fewer manufacturers (26%) and fewer SMEs
(28%) than the overall sample (33%) comply fully
with identity verification and other commercial
transaction rules.

@ SMEs are more concerned about the lack of
international electronic standards (43%) than the
whole group of respondents (38%).

@ Manufacturers are more concerned about
guidelines for interoperability (29%) than the
respondents overall (21%).

@ A majority of survey respondents cite “trust that

About our survey

In May and June 2006 the Economist Intelligence Unit queried 127 execu-
tives on their global supply chain operations. Approximately 31% replied
from western and eastern Europe, 40% from the Americas and 29% from the
Asia-Pacific region and other parts of the world. Respondents represented
awide range of industries and functions; 28% cited manufacturing as their
primary industry. About 50% of the respondents were C-level executives

or board members. At 72% of the total sample, companies with less than
US$500m in annual revenue were the most heavily represented group.

payment would be certain” as the main factor
that would assist their companies to integrate
their operations with the global supply chain.
Availability of more favourable financing, based
on purchaser rather than supplier credit, was the
second most important factor.

@ Most companies say the greatest risk in
automating the global supply chain is the
reluctance of their suppliers to go paperless.
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Insecurity over security

yberspace is fraught with peril. Security

concerns are major impediments to SMEs

investing in authentication and other supply
chain technologies. There is widespread agreement
among companies that their transactions and
proprietary and competitive information, if sent
over the Internet, are subject to theft by criminal
organisations, competitors and even terrorists.

This is not an overwrought conclusion. Automated
supply chain transactions, which involve a wider,
unproven base of suppliers, increase the risk of fraud
and the theft of proprietary data. In April the US
Department of Justice released a report indicating
that an estimated 3.6m households—roughly 3% of all
households—had fallen victim to identity theft during
a six-month period in 2004. One-quarter of these had
their bank accounts used without their permission. The
2006 Corporate Security Survey conducted by Deloitte
backs up these findings, noting that more than three-
quarters (78%) of financial institutions reported a
security breach from outside the organisation in the
previous year, up from 26% in 2004.

In a supply chain context, authenticating the
identity of counterparties is a dilemma. Identity fraud
is of particular concern to corporations. Consumers
often pay nothing or just a token sum of US$50 if they
report unauthorised use of their credit cards, and
even if subject to major scams rarely lose large sums of
money to identity thieves. Companies, however, enjoy
no limits on their liability if personal information
is stolen. They stand to lose millions of dollars in
punitive fines and damages, not to mention loss of
customers and reputation. Fully 22% of Economist
Intelligence Unit survey respondents, and 31% of
the manufacturers in the group, are concerned about
the difficulty of performing due diligence on the
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1. What do you consider to be the greatest risks of automating
your company’s global supply chain?
Select 3 options (% respondents)

Reluctance of suppliers to go paperless
46

Complexity of foreign trade and regulatory restrictions
40

Risk of a security breach of our computer systems
38

Quality control issues
37

Theft of proprietary or competitive information
32

Supplier fraud
24

Difficulty of performing due diligence on the financial
and business soundness of the counterparty
22

Timely payment concerns
21

Difficulty of checking on the identity of the counterparty
I (5

Possibility of being involved in criminal/terrorist activity without knowledge
9

Other
| W]

Source: Economist Intelligence Unit survey, 2006

financial soundness of counterparties, particularly
overseas suppliers (see chart 1). The security of data
and dollars sent electronically is another worry. One-
third of companies with less than US$500m in revenue
cite “theft of proprietary or competitive information”
as the greatest risk of automating the global supply
chain, while 37% of these respondents and 46% of
manufacturers express significant reservations over
possible security breaches on the Internet. It is not
surprising, therefore, that the majority of respondents
(57% of SMEs and 61% of manufacturers) cite “trust
that payment would be certain” as the main factor
that would help their companies integrate their
operations with the global supply chain (see chart 2).
A survey by a Boston-based consulting firm,
Aberdeen Group, offers further evidence of anxiety,
noting that 35% of CFOs are taking a larger leadership
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2. What would help your company to integrate its operations
with the global supply chain?
Select all that apply (% respondents)

Trust that payment would be certain
I 57

The availability of more favorable financing based on purchaser credit
versus supplier credit
I 35

Establishment of credit history and monitoring of our credit history
by credit-rating agencies and financial institutions
I 35

Earlier availability of trade finance
I 25

Source: Economist Intelligence Unit survey, 2006

role in managing global trade to reduce the risks
inherent in their far-flung global supply networks.
Among companies that are automated, the majority of
respondents to our survey (63%) state that they are
“reviewing their supply chains’ vulnerability to fraud”,
while 48% say they are “reviewing their susceptibility
to potential security breaches or terrorist attacks”
(see chart 3).

In addition to these pressures, many governments
are introducing regulations compelling companies
to enhance identity management processes. The
Data Accountability and Trust Act, for example,
requires companies that store confidential personal
information to notify customers of any security
breach. The Sarbanes-Oxley Act, the Patriot Act,
Markets in Financial Industry Directive (MiFID) and
the Single Euro Payments Area in Europe, among many
other global regulations, similarly compel companies
to invest in authentication technology and related
identity management procedures.

“There are many drivers compelling companies
to invest in authentication technology, including
concerns over fraud and money laundering and,
especially, the need to trace goods, products and
materials from cradle to grave,” comments Al
Bissmeyer, director of marketing and memberships

© The Economist Intelligence Unit 2006

3. Does your organisation currently review supply chain
vulnerability in the following areas or does it plan to do so
in the next three years?

Select 3 options (% respondents)
M currently I In next 3 years

Potential security breaches or terrorist attacks

IS
oo
<
N

Visibility of tradlng/outsourcmg partner shipments

5
(52
oo

Critical trading partner vulnerabllltles (eg, cargo security)
43

Inventory planning and strategy

1
=4

64 36
International freight movement
41 59
Changing geopolitical situation in various regions of the world
39 61
New import or customs regulations
62 38

Financial and operational stability among suppliers and purchasers

|

42

Fraud
63 37

Source: Economist Intelligence Unit survey, 2006

at RosettaNet, a company that develops universal
standards for the global supply chain based in
Lawrenceville, New Jersey. Mr Bissmeyer says that
the company has launched two successful pilots of its
RosettaNet Automated Enablement (RAE) standard,
which is expected to reduce SMEs’ cost of interfacing
with partners and will soon be released as a standard.
Maria Lewis Kussmaul, founding partner at a
Boston-based investment bank, America’s Growth
Capital, nicely sums up the need to create more
robust authentication practices and tools. “Corporate
networks are more porous than ever as enterprises
are enabling employees, customers, partners and
suppliers to connect to the enterprise network. The
need to provide critical applications, services and data
stores to this extended enterprise has exponentially
increased the security risk of network infiltration
and information theft. Hence, there is a need for an
authentication solution that can establish trust by
proving the identity of the user.”



Establishing creditworthiness
roving its identity is crucial when an SME is
P trying to obtain credit to borrow funds to
invest in supply chain automation. Many small
companies are denied ready access to financing
because they often lack the reliable credit history
that lenders require. More than one-third of our
respondents, and nearly 40% of the manufacturers in
the sample, believe that establishing a credit history
and having it monitored by credit-rating agencies and
financial institutions would help them connect their
operations with the global supply chain. One fail-safe
way to establish credibility with vendors is identity
authentication, but it requires a level of automation
that few SMEs can afford. A sizeable 29% of the smaller
companies in our survey cite “financing constraints”
as their greatest obstacle to setting up a fully
automated supply chain. Manufacturers are especially
bothered by lack of funds: they are more likely than
small companies (36% compared with 33%) to want
financing based on purchaser credit rather than
supplier credit, to have trouble paying on time (23%
compared with 16%), and to favour earlier availability
of trade finance (33% compared with 25%).

“Often the limited resources of SMEs are ignored
when offering market solutions for straight-through
processing,” notes Tom Buschman, chairman and CEO
of The Transaction Workflow Innovation Standards
Team (TWIST), a not-for-profit alliance of corporate
treasurers, banks, system suppliers, electronic trading
platforms and other groups that want to connect the
financial supply chain to the physical supply chain
by creating user-driven, non-proprietary standards.
“Structured and standardised supply chain processes
will help SMEs to obtain lower costs of credit via
reverse factoring,” explains Mr Buschman. “This
will be a valuable incentive for them to invest in

The global supply chain
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automated solutions with their trading partners.
Authentication technology will be an important
component of this automation as well as the credit
provision. One of the problems for financiers of SMEs
is fraud risk, due to the fact that they can’t verify the
authenticity of the trade documents to be financed.
Thus, if they are able to be authenticated, they

can automate their supply chains based on market
standards used by their clients and obtain lower costs
of credit.”

For a global supply chain to work efficiently, an
SME must have access to two broad categories of
trade finance: preshipment financing to make or
buy the material and labour necessary to fulfil the
purchase order; or post-shipment financing to have
cash flow while waiting for payments from buyers. In
either case, the lender is unlikely to advance funds
without ascertaining the identity—and thereby the
creditworthiness—of the buyer. Often, several tiers of
suppliers are required to create the finished product
that the buyer has ordered. In order for a buyer to
secure financing, all of these suppliers need to be
authenticated, both for the lender to establish the
creditworthiness of the entire supply chain and for
the buyer to verify the identities of all the suppliers
involved.

Although most small businesses rely on lines of
credit as their most common financing mechanism,
they also avail themselves of the following trade
financing techniques:

Factoring is often a quick source of working capital
for SMEs. A factor is an organisation that purchases
afirm’s unpaid invoices at a discount and collects on
the invoices. Factors typically provide 70% of the face
value of the invoices within 3-5 working days, and

© The Economist Intelligence Unit 2006




this as the most crucial step for governments and the
UN to take to streamline the supply chain.
The importance of authentication extends to
suppliers as well. Our survey indicates that 34% of
the manufacturers polled, as well as 40% of SMEs and
survey respondents overall, would increase the number
of their suppliers if their companies could authenticate
the financial stability of their vendors (see chart 6).
And given governments’ ever-tightening cargo security
rules, merchandise needs to be authenticated as well.
“There is no question that the use of digital
certificates and other authentication technologies will
proliferate, given that there are more and more drivers
out there requiring adherence to authentication
protocols, particularly in an international context,
in terms of tracing the authenticity of goods coming
and going,” declares Mr Bissmeyer of RosettaNet. His
firm, he says, is in the process of signing up trading
partners with high-tech companies to require digital
certificates for trading documents electronically.
Adds Mr Bissmeyer, “Companies want to trace
documentation all the way back in the supply chain,

The global supply chain
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6. What effect would it have on your procurement practices,

if your company were able to authenticate the financial stability
of suppliers?
(% respondents)

We would increase the
number of suppliers we
use 40

We would reduce the number
of suppliers we use 20

It would have no effect on
the number of suppliers we
use 39

Source: Economist Intelligence Unit survey, 2006

from supplier to supplier to manufacturer to the retail
shelf, akin to tracing a purchase of sand through to
that sand becoming a semiconductor chip in a laptop
computer sold in a store. Digital certificates provide
the ability to validate the actual movement of goods
to determine, for example, if the goods are what they
were purported to be. In the pharmaceutical industry,
for instance, there is a need to validate that specific
drugs sold in a drugstore were indeed produced by
Pfizer or Merck and didn’t come from somewhere else.
Obviously, there is a big economic component to this,
cutting out a big grey market.”

Case study:
Certainty pays

In addition to authenticating counterparty
identities for financial transactions and con-
tract non-repudiation, digital certificates
provide a way to verify a trading partner’s
health, safety and environmental record.
Quadrem, an Amsterdam-based global
electronic marketplace launched in 2000
by 19 of the largest mining and metals
companies around the world, employs
digital certificates on its trading platform
to provide a secure channel for supply chain
data exchange. “When an order flows out of
a buyer’s system into a supplier’s order entry
system, the digital certificates manage the
orders, authenticating each party’s identity

for security purposes,” explains Brandon
Spear, Quadrem’s senior vice-president.
“But another really interesting use of the
technology is in validating that information
represented by a trading partner is accurate
and not contrived.”

Mr Spear believes that as more companies
reach out to suppliers in foreign countries,
digital certificates will provide a means of
vetting the suppliers’ performance criteria.
“In machine-to-machine transactions,
where there is no human interface, trust
becomes critical,” he says. “A buyer will want
to ensure that information presented by a
supplier in countries like South Africa, Brazil
or Chile is accurate before they choose to do
business with that supplier. For example, the
buyer might want to know if the supplier has
areliable health and safety record, or a clear
policy with respect to environmental issues.”

The objective is to validate the accuracy
of information presented by suppliers and
ensure that this data has not been tampered
with. “Organisations like Dun & Bradstreet
already collect a lot of this information, but
presenting it in a format so the buyer can
be absolutely certain that it hasn’t been
tampered with has been a challenge,” Mr
Spear admits. “By encapsulating the data
in a digital certificate, the information is
validated.”

In Mr Spear’s view, digital certificates
provide a service in this area similar to
their use in ensuring the validity and non-
repudiation of purchase orders, shipment
notices and invoices. “In both cases, the
certificates obviate concerns over fraudulent
data,” he says. Quadrem is embarking on
the use of digital certificates in this context
thisyear.

© The Economist Intelligence Unit 2006 11
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The missing link

his is all very well, but what about funds to

invest in the necessary technology? Typically,

single-factor authentication software resides
within supply chain management or procurement
applications—which few small companies can
afford—and even inexpensive solutions require an
automated infrastructure. In addition, few of the
leading suppliers of supply chain execution systems
include sophisticated authentication software.
“Most providers of supply chain execution software
follow fairly rudimentary encryption protocol,” says
lan Hobkirk, director of the supply chain consulting
group at Beacon Systems, a logistics and systems
consultancy based in Tewksbury, Massachusetts.
“The only transactions that are really encrypted are
credit card or other financial transactions, and these

7. What do you consider to be the greatest impediments to the
implementation of a fully automated global supply chain for
your company?

Select 3 options (% respondents)

High cost of paperless supply chain software, training, and support
62

Technological and financial limitations of smaller suppliers
I 46

Lack of international electronic information standards
I, 33

Regulatory constraints
I 31

Great volume and complexity of trade documents
I 29

Financing constraints
Wi

Employee resistance to change
_____________________p

Lack of adequate telecommunications infrastructure
in some countries and regions
I 19

Lack of top management support
I 10

Currency exchange issues
I 5

Other
[ K8

Source: Economist Intelligence Unit survey, 2006
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use 128-bit SSL (Secure Sockets Layer) encryption.
For data that is sent over a wireless network, basic
WEP encryption is still the standard most companies
follow.” WEP, or wired equivalent privacy, a protocol
that encrypts data over radio waves, does not offer
total security. Even with encryption, the parties to
the transaction are still unable to authenticate the
identity of the originator or receiver.

Our research indicates that despite the clear
benefits of supply chain automation, many SMEs have
not made the necessary investments to automate their
transactions with customers and suppliers. Indeed,
46% of overall respondents in our survey cite suppliers’
reluctance to “go paperless” as the chief impediment to
an automated supply chain, with 51% of manufacturers
pointing to this problem (see chart 1, p. 3). While 62%
of overall respondents cite the “high cost of paperless
supply chain software, training and support” as a major
obstacle to automation, 69% of manufacturers hold
this opinion (see chart 7). Electronic linkage is

8. Which of the following statements best describes the level

of integration between your organisation’s procurement system
and that of its suppliers?

(% respondents)

Our systems are completely
integrated, allowing for total
visibility of all transactions 7

Our systems are somewhat
integrated, with visibility of
some transactions 28

Our systems are minimally
integrated, with little or no
visibility of transactions 45 ——

Our systems are completely
separate, with no electronic

linkages 20 —‘

Source: Economist Intelligence Unit survey, 2006




remarkably low: 45% of the respondents, and 51% of
manufacturers, report that their systems are
“minimally integrated” with their suppliers’; 26% of
manufacturers say their systems are “completely
separate”. And compared with 17% of the respondents
overall, 31% of manufacturers say their electronic
supply chain transactions are “minimal” (see charts 8
and 9).

High cost is a common refrain. In Aberdeen
Group’s survey, for instance, 75% of respondents say
they are discouraged from automating by the high
cost of technology and related resources. “The top
challenges are to get the IT resources and money to
electronically connect with partners and maintain
those connections,” says Aberdeen analyst Beth
Enslow. Often, trade-offs between costs and benefits
are involved. Digital certificates, for example, require
a PKl infrastructure that can be difficult and expensive
to implement, points out Ms Kussmaul of America’s
Growth Capital, but “they have a very low incremental
cost and can be deployed easily and inexpensively
when leveraging already established PKIs.” Tokens
require only a moderate back-end infrastructure but
carry a high per-unit cost; biometric readers offer
great convenience but are expensive to install.

Economist Intelligence Unit survey respondents
point to “cost and labour efficiencies via order

9. To what extent is your organisation’s end-to-end supply chain
paperless ie, managed electronically?
(% respondents)

Our supply chain is partly
electronic, but a
considerable number of
transactions are still on
paper 58

Our electronic transactions
are minimal 17

Our supply chain is almost
completely paperless 17

Our supply chain is almost
entirely paper-based 8

Source: Economist Intelligence Unit survey, 2006
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management automation” as the primary benefits
of automating the global supply chain, with 62% of
total respondents offering this opinion, and 64% of
companies under US$500m a year in revenue citing
it. Other benefits cited by both large companies and
small companies include immediate notification

of problems and exceptions, integration with

other supply chains, improved tracking of supplier
performance and contract compliance, and greater
speed to market (see chart 10).

Several executives interviewed for our survey
emphasise the advantages of automation. For Bill
Ferko, vice-president and CFO of Genlyte Group, a
manufacturer of lighting fixtures based in Louisville,
Kentucky that posted US$1.2bn in 2005 revenue,
supply chain automation has brought the benefits of
aggregating the company’s spending and increasing its
visibility into the costs of materials, components and
commaodities across vendors. “We have been able to
identify substantial opportunities for cost reductions,
where we can negotiate purchase agreements with

10. What do you consider to be the greatest advantages of
automating your company’s global supply chain?
Select 3 options (% respondents)

Cost and labor efficiencies via order management automation
62

Immediate notification of problems and exceptions
(eg, late shipments, receipt mismatches)
46

Integration with other supply chains
Improved tracking of supplier performance and contract compliance
I 31

Greater speed to market
29

Supply chain transparency (consolidated order visibility across
supply chain partners)
28

Greater visibility of available global supply
I 4

Enhanced focus on core competencies and development thereof
19

Aggregation of global spend
I 10

Ability to tap suppliers’ core competencies
I s

Other
[ I8

Source: Economist Intelligence Unit survey, 2006
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suppliers who want to partner with us ata more
efficient level,” says Mr Ferko. “We have also improved
our advance planning, and are more able to give a
promise to our customers of product availability.”
Colin Campbell, vice-president of purchasing and
inventory management at Newark InOne, a distributor
of electronic components and test equipment to the
aerospace and defence industries, says that making
the move to automated transactions has reduced
order processing errors and assisted the company’s
sales efforts. “We would receive an order from a
customer and then issue and fax a purchase order
to avendor that was not automated with us,” he
explains. “We’d make visible to our sales force all the
information available on the purchase order, so they
knew when the product was coming in to secure the
order with the customer. We’d then learn too late that

© The Economist Intelligence Unit 2006

the vendor either didn’t receive the fax or lost it. It
was an embarrassing situation when the vendor says it
never received the fax, and even worse for us from an
investment management standpoint.”

SMEs will soon have no choice but to make these
sorts of embarrassments disappear quickly, warns
Dwight Klappich, vice-president at Gartner, a
technology research firm. “Large enterprises are tired
of inaccuracies and slowdowns because their SME
suppliers have little or no technology,” he says. “A lot
of SMEs have their heads in the sand if they think they
can continue to do things the way they have. SMEs
used to compete on flexibility and cost, but now that
big companies are automating their supply chains,
becoming more flexible and lowering their costs,
small companies will need to follow suit or be left in
the dust.”
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Reversing gears

n the bright side, once SMEs get over the

authentication hurdle, they have access to

innovative financing methods for supply chain
automation. Several organisations seek to create
reverse-factoring opportunities for small enterprises,
enabling them to accelerate cash flow to provide
liquidity for investments in supply chain technology.
“SMEs’ credit situation makes it difficult for them to
borrow funds from a bank to invest in automation, and

many are forced to fund their liquidity in accordance
with their purchasers’ accounts-payable cycle,”
explains Mr Sculley of IdenTrust. “When Basel 1l came
in, it started to shut down the oxygen for SMEs since

it was skewed to getting capital to more creditworthy
larger companies. The only way small companies could
get working capital was to sell their receivables at an
extremely high cost to them, anywhere from 25% to
40% per annum, a huge discount. Plus they had to pay

Setting up standards
of trade

For SMEs and their suppliers, the
high cost of technology is exacer-
bated by the lack of a widely accepted
international electronic information
standards governing the financial
supply chain. “For small suppliers,
there are just too many options—
EDI, XML, Internet applications,
RosettaNet, and a host of different
methodologies and mechanisms
for connectivity between organisa-
tions,” says James Wetekemp, vice-
president of product management at
Verticalnet Inc., a supply chain man-
agement solutions provider based in
Malvern, Pennsylvania. “It can cost
upwards of US$40,000 to plug into
an EDI system. Buyers have a hard
time forcing this on the supplier. The
solution is a standard mechanism for
communications protocols, rather
than many standards.”

Several organisations have made
some headway towards creating such
standards. RosettaNet, based in

Lawrenceville, New Jersey, develops
universal standards for the global
supply chain, and implements

and certifies adoption of these
standards, ensuring that one set of
governance rules applies worldwide.
The Transaction Workflow Innovation
Standards Team (TWIST), a not-for-
profit group, has created standards
for more efficient transactions

with financing partners. “There are
no comprehensive and internally
consistent open standards now,
which is why automating the supply
chain is so costly,” responds Tom
Buschman, TWIST’s chairman and
CEO.

Mr Buschman explains that most
operational treasury activities, such
as foreign-exchange execution,
payment processing, supply chain
financing and credit management,
are traditionally delivered via
bespoke solutions from individual
banks. “Corporate treasurers are
forced to wait for their relationship
banks to offer the services they
need to execute core activities

more efficiently ... inasupply

chain context. With the trend
towards treasury centralisation,
they have inherited a myriad of
different proprietary solutions to
work with and support. Yet, many
corporat[ion]s are stubbornly
insistent on multi-bank delivery of
core treasury services, and there is a
growing dialogue between the major
banks to facilitate this.”

TWIST has developed non-
proprietary XML payment standards
that are harmonised with the bank-
owned SWIFT network. In addition,
it has created a set of working
capital management standards,
with the goal of providing automatic
reconciliation services, electronic
invoicing and supply chain financing
to companies. Mr Buschman sums
up: “XML makes it much easier
for unambiguous communication
and rapid connectivity to multiple
parties, and using these standards
over the Web is a far less costly
option than EDI, which most small
companies cannot afford.”

© The Economist Intelligence Unit 2006 15
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accountants and lawyers along the way.”

Traditional factoring is no help to companies
engaged in crossborder transactions because it is
done on a country-by-country basis, he adds, noting
that there is “no payment scheme for crossbhorder
transactions”.

Tom Cox, president of Cox Business Consulting,
based in Portland, Oregon, believes that reverse
factoring offers huge benefits to small businesses.
“Clearly one of the key challenges to SMEs wanting
to break into the electronic supply chain is cash flow.
It’s killed more businesses than every other cost
combined. If acompany could get 97 cents on the
dollar for a product that arrived at the buyer’s shop
today, it is a worthwhile discounted pre-payment. It
will do much to accelerate the cash-to-cash cycle and
help a lot of companies invest in the technology to go

© The Economist Intelligence Unit 2006

paperless and thrive.”

E2open is also a reverse-factoring champion.
“Currently, suppliers must fund their liquidity in
accordance with the purchaser’s accounts-payable
cycle,” says Mr Martinelli. “By leveraging the high
credit rating of a purchaser, you can provide a
meaningfully lower cost of funds that enables the
supplier to accelerate its cash flow, providing cost-
effective liquidity for further growth. Buyers also
benefit by increasing their cash position through the
extension of payment terms, and reducing accounts-
payables processing costs through staff reduction and
costly paper check payments. At the same time, the
buyer improves suppliers’ stability by assisting them
to obtain cost-effective liquidity without burdening its
own balance sheet.”



Conclusion

conomist Intelligence Unit survey respondents

and interviewees indicate that investment in

authentication software can put SMEs within
reach of financing to invest in an automated supply
chain. Much progress has already been realised, and
numerous private and public sector organisations are
guiding more robust implementation of automated
solutions. Yet SMEs continue to resist automation
because of the perceived high cost and maintenance
of the technology involved.

Appendix
The global supply chain
Challenges for small and midsize enterprises

These problems can be solved, however. Offering
particular hope are the various identity authentication
technologies, notably digital certificates, which are
rapidly moving from largely financial environments to
supply chain operations, and which offer the promise
of swift creditworthiness and access to financing. A
particularly intriguing financing method is reverse
factoring, which seeks to provide SMEs with more
routine cash flow to invest in supply chain technology
and growth.

© The Economist Intelligence Unit 2006 17
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Appendix: Survey results

In May and June 2006, the Economist Intelligence Unit conducted an online survey of 127 executives from
Europe, the Americas and the Asia-Pacific region. Our sincere thanks go to all who took part in the survey.
Please note that not all answers add up to 100%, because of rounding or because respondents were able to

provide multiple answers to some questions.

1. What do you consider to be the greatest risks of automating
your company’s global supply chain?
Select 3 options (% respondents)

Reluctance of suppliers to go paperless

46
Complexity of foreign trade and regulatory restrictions
40
Risk of a security breach of our computer systems
38
Quality control issues
37

Theft of proprietary or competitive information
32
Supplier fraud
24
Difficulty of performing due diligence on the financial
and business soundness of the counterparty
22
Timely payment concerns
21

Difficulty of checking on the identity of the counterparty
I 15

Possibility of being involved in criminal/terrorist activity without knowledge
I ©

Other

2

2. What would help your company to integrate its operations
with the global supply chain?
Select all that apply (% respondents)

Trust that payment would be certain
I 57
The availability of more favorable financing based on purchaser credit
versus supplier credit

35
Establishment of credit history and monitoring of our credit history
by credit-rating agencies and financial institutions
I 35
Earlier availability of trade finance
I, 25
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3. Does your organisation currently review supply chain
vulnerability in the following areas or does it plan to do so
in the next three years?
Select 3 options (% respondents)
M Currently I Innext 3 years

Potential security breaches or terrorist attacks
48 52

Visibility of tradmg/outsourcmg partner shipments

|

58
Critical trading partner vulnerabilities (eg, cargo security)

|
I~

57
Inventory planning and strategy

64 36
International freight movement
41 59
Changing geopolitical situation in various regions of the world
39 61
New import or customs regulations
62 38
Financial and operational stability among suppliers and purchasers
Fraud
63 37

4. Which of the following payment methods does your
company use?
Select all that apply (% respondents)

Lines of credit
I 57

Partial payment in advance
I 49
Early payment discounts

34
Full payment in advance
i
Factoring
I 14
Don’t know
| ___ [
Other
. 5



5. What is the single most important step that individual
governments and the UN could do to safeguard the global supply
chain and ensure that more companies are integrated into it?
(% respondents)

Designate authentication

standards 33

Integrate their government-
based authentication options
with other such
authentication procedures
around the world 29

Publish guidelines for
interoperability 21

Facilitate financing options
for companies in emerging

markets (eg, more favourable
trade-finance terms) 15 ——

Other 2

6. What effect would it have on your procurement practices,

if your company were able to authenticate the financial stability
of suppliers?

(% respondents)

We would increase the
number of suppliers we
use 40

We would reduce the number
of suppliers we use 20

It would have no effect on
the number of suppliers we
use 39 ———
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7. What do you consider to be the greatest impediments to the
implementation of a fully automated global supply chain for
your company?

Select 3 options (% respondents)

High cost of paperless supply chain software, training, and support
62
Technological and financial limitations of smaller suppliers
46
Lack of international electronic information standards
33

Regulatory constraints
31

Great volume and complexity of trade documents
I 29
Financing constraints
28
Employee resistance to change
. p
Lack of adequate telecommunications infrastructure
in some countries and regions
I 19
Lack of top management support
I 10
Currency exchange issues
I 5
Other
[ B

8. Which of the following statements best describes the level

of integration between your organisation’s procurement system
and that of its suppliers?

(% respondents)

Our systems are completely
integrated, allowing for total
visibility of all transactions 7

Our systems are somewhat
integrated, with visibility of
some transactions 28

Our systems are minimally
integrated, with little or no
visibility of transactions 45

Our systems are completely
separate, with no electronic

linkages 20 —‘

© The Economist Intelligence Unit 2006 19
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9. To what extent is your organisation’s end-to-end supply chain
paperless ie, managed electronically?
(% respondents)

Our supply chain is partly
electronic, but a
considerable number of
transactions are still on
paper 58

Our electronic transactions
are minimal 17

Our supply chain is almost
completely paperless 17

Our supply chain is almost
entirely paper-based 8

10. What do you consider to be the greatest advantages of
automating your company’s global supply chain?
Select 3 options (% respondents)

Cost and labor efficiencies via order management automation
[
Immediate notification of problems and exceptions

(eg, late shipments, receipt mismatches)

46
Integration with other supply chains
I 33
Improved tracking of supplier performance and contract compliance
I 31

Greater speed to market
I 29

Supply chain transparency (consolidated order visibility across
supply chain partners)
28

Greater visibility of available global supply
. p

Enhanced focus on core competencies and development thereof
I 19

Aggregation of global spend
I 10

Ability to tap suppliers’ core competencies
I

Other
| 8
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11. Which of the following statements best describes your
organisation’s level of compliance with regulations governing
the global supply chain such as account authentication rules?
(% respondents)

We comply fully with identity

verification and other

commercial transaction

rules 33 ——————————

We have made significant

progress toward compliance,

but need to improve in some

areas 30 —————————

We are barely compliant and

need a great deal of '

improvement 20

We have adequate
compliance but need
significant improvement 17

12. What is your opinion of efforts by the United Nations to
standardise trade documents and to encourage governments
to digitise the commercial forms completed by companies?

(% respondents)

| am not aware that the
UN is undertaking such
measures 39

| am optimistic that these
measures will lead to a

more secure paperless

supply chain in the next
10years 36 ————

| believe that current
efforts to improve the
security of the paperless
supply chain are best left
to the private sector 16

| do not believe that these
measures will lead to a
more secure paperless
supply chain in the next
10years 9




13. Does your company use any automated procurement systems
offered by your purchasers?
(% respondents)

Yes 47

No 39

Don’t know 15

14. If not, why not?
Select all that apply (% respondents)

We don’t want to become too dependent on one purchaser
. [3
Difficulty of integrating with our own accounting systems
41

Lack of training and/or support

29
Even if offered at no cost or low cost, the system is still expensive to maintain
I 2
Complexity of use
I 16
Other
I 5

15. How has the number of your organisation’s global
suppliers changed in the past three years?
(% respondents)

Increased by more than 20%
I 26

Increased by less than 20%
I 33
Decreased by more than 20%

2

Decreased by less than 20%

I ©

Remained the same

Wi

Don’t know
I 12
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16. How is the number of your organisation’s global suppliers
likely to change in the next three years?
(% respondents)

Increase by more than 20%
30

Increase by less than 20%
32

Decrease by more than 20%
I 2

Decrease by less than 20%
7

Remain the same

Don’t know
I 13

17. Which of the following measures does your organisation use
to evaluate the success of its e-procurement efforts?
Select all that apply (% respondents)

Increased on-time deliveries
I, 515

Lower inventory costs
I 42

Lower prices due to increased supplier visibility and order aggregation
I 38

Lower operating costs
37

Decreased purchase order processing time
35
Higher order fulfilment rate
I 32
Fewer rejects received from suppliers
I, 27
Lower raw material costs
I 16
Reduced ratio of freight costs to purchases
I 13
We do not measure e-procurement
I 12

Don’t know
I 6

18. What are your company’s payment terms?
(% respondents)

Net 30 days 49

Net 60 32

Net90 13

Net 120 1

Other 6
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21



Appendix
The global supply chain
Challenges for small and midsize enterprises

19. Please estimate what percentage of the total value of your organisation’s e-procurement activities are focused on the following:

(% of respondents)

Direct goods

10
Indirect goods

10
Services

10

20. Does your company regularly pay on time?
(% respondents)

Yes 80

No 14 4|_~
Don’t know 6

21. If not, what is your usual payment pattern?
(% respondents)

30 days late 61
45 days late 17

60 days late 22

22 © The Economist Intelligence Unit 2006

Wow M1-20% M21-40% 41-60% 61-80% 81-100% M Don’t know

20

I
©
N
N

22. What is your company’s average time for approval of payments
to suppliers?
(% respondents)

Almost instant 15 4
1-2 days 18
3-7 days 26

8-14days 22—

More than 14 days 12

Don’t know 8

23. Inwhich region are you personally based?
(% respondents)

North America 30 ———
Asia-Pacific 28

Western Europe 26

Latin America 10 ———

Eastern Europe 5

Middle East & Africa 1




24. What are your main functional roles?
Please choose no more than three functions.
(% respondents)

General management
1

Strategy and business development
35
Finance
I 25
Marketing and sales
I 24
Operations and production
I 14
Information and research
I 13
Customer service
I 11
Risk
I ©
R&D
I
I
I
Supply-chain management
I S
Human resources
. 5
Legal
I 5
Procurement
.
Other
. 5

25. Which of the following best describes your title?
(% respondents)

CEO/President/Managing director
1, 28
Manager
|
Head of Department
I 13
SVP/VP/Director

I 12
CFO/Treasurer/Comptroller

I ©

Board member

I 4

Other C-level executive

I

Head of Business Unit

I 3

Other

I
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26. What is your primary industry?
(% respondents)

Manufacturing
P&
Financial services
I, 18
1T and Technology
8
Professional services
8
Healthcare, pharmaceuticals and biotechnology
6
Telecoms
5
Government/Public sector
4
Logistics and distribution
4
Construction and real estate
I 3
Retailing
I 3
Chemicals
W
Entertainment, media and publishing
. 2
Transportation, travel and tourism
| __ W
Defence and aerospace
. 2
Education
. 2
Agriculture and agribusiness
|
Automotive
[
Consumer goods
| |
Energy and natural resources
_}§

27. What are your organisation’s global annual revenues
in US dollars?
(% respondents)

$500m or less 72

$500m to $1bn 28
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Whilst every effort has been taken to verify the
accuracy of this information, neither The Economist
Intelligence Unit Ltd. nor the sponsor of this report
can accept any responsibility or liability for reliance
by any person on this white paper or any of the
information, opinions or conclusions set out in the
white paper.



